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BFT Under Different Network Assumptions

Type Synchronous Partially Synchronous | Asynchronous
. Known upper b01‘m(‘1 for Unknown upper No upper
Assumption message transmission
. bound bound
and processing

Resilience Bound f<nl/2 f<n/3 f<nl3
HoneyBadger,
Protocols Sync HotStuff PBFT, HotStuff BEAT, Dumbo
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Synchronous BFT achieves better resilience !
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Challenges in Practical Synchronous BFT

However, synchronous BFT has not yet been practical enough ...
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Challenges in Practical Synchronous BFT

* Two types : Deterministic / Randomized.

. Latency
Protocol Time | Msg (failure-free) Adversary
Sync HotStuff | O(n) | 0(r?) 2A+0 static / adaptive
1A-SMR o) | on®) A+26 static / adaptive
Sync-RR o) | Om?) 2A+ O(0) static / adaptive
OptSync o) | On?) 26 static / adaptive
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Challenges in Practical Synchronous BFT

* Two types : Deterministic / Randomized.
* Deterministic protocols have decent performance in failure-free scenarios.

* But they inevitably have O(n) time as the lower bound !

. Latency
Protocol Time | Msg (failure-free) Adversary
Sync HotStuff | O(n) | 0(?) 2A+0 static / adaptive
1A-SMR om) | On®) A+25 static / adaptive
Sync-RR om) | Om?) 2A + O(6) static / adaptive
OptSync o) | On?) 26 static / adaptive
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Challenges in Practical Synchronous BFT

¢ Two types : Deterministic / Randomized.

. Latency
Protocol | Time | Msg (failure-free) Adversary
PiLi 0Q) o?) 40A~65A static
Streamlet o) O(ns) 12A static
. o) | om?) 8A mildly adaptive
Dfi
nity O(n) ond) 12A (standard) adaptive
5A static
2
ADDNR o) | 0 8A strongly rushing adaptive
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Challenges in Practical Synchronous BFT

¢ Two types : Deterministic / Randomized.

* Randomized protocols can achieve O(1) time.

. Latency
Protocol | Time | Msg (failure-free) Adversary
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Challenges in Practical Synchronous BFT

¢ Two types : Deterministic / Randomized.
* Randomized protocols can achieve O(1) time.
¢ But they have high latency even in failure-free scenarios !

. Latency
Protocol | Time | Msg (failure-free) Adversary
PiLi o | o 40A~65A static
Streamlet o) O(ns) 12A static
) oy | om* | 8 mildly adaptive
Dfinity O(n) ond) 12A (standard) adaptive
5A static
2y 0= ]
ADDNR o) | O 8A strongly rushing adaptive
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Challenges in Practical Synchronous BFT

Challenge 1 : High Complexity

¢ Two types : Deterministic / Randomized.
* Randomized protocols can achieve O(1) time.
¢ But they have high latency even in failure-free scenarios !

. Latency
Protocol | Time | Msg (failure-free) Adversary
PiLi o | o) 40A~65A static
Streamlet o) O(ns) 12A static
) oy | on* | 8 mildly adaptive
Dfinity O(n) omnd) 12A (standard) adaptive
5A static
2y 0= ]
ADDNR o) | O 8A strongly rushing adaptive
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Challenges in Practical Synchronous BFT

In contrast, partially sync and async BFT have been widely studied in practical settings :

¢ Improving throughput by multiple concurrent
proposers.

* Delivering O(n) block proposals in each epoch.
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In contrast, partially sync and async BFT have been widely studied in practical settings :

¢ Improving throughput by multiple concurrent
proposers.

* Delivering O(n) block proposals in each epoch.

* O(n) amortized message per block.
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Challenges in Practical Synchronous BFT

In contrast, partially sync and async BFT have been widely studied in practical settings :

¢ Improving throughput by multiple concurrent
proposers.

* Delivering O(n) block proposals in each epoch.
* O(n) amortized message per block.

* Such as async BFT in async common subset
(ACS) family.
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Challenges in Practical Synchronous BFT

* However, such a paradigm has never been explored for sync BFT.
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Challenges in Practical Synchronous BFT

Challenge 2 : Single-Proposer Design

* However, such a paradigm has never been explored for sync BFT.

* Most sync BFT just allows leader to propose one block in each epoch.
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Our New BFT Paradigm and Constructions

Step-by-Step Reduction

BFT for full blocks

Propose Perm. Agreement
| Phase | Phase Phase
by s
| | |
| | | ™mBA-
by 0 1 n | sy [7S
| | |
hle——— & 7
| A | [

addb;  aggregate M[k] to B
toM[j|  input HashChain(B)
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Our New BFT Paradigm and C

Step-by-Step Reducti

BFT for full blocks — MBA for compact hashes

Propose Perm. Agreement Input Distribute VBA
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Our New BFT Parad

m and C

BFT for full blocks — MBA for compact hashes —> BA for one-bit values

Propose Perm.  Agreement Input Distribute VBA Pre-Vote Main-Vote

Good-Case-
| Phase | Phase Phase Phase Phase | Phase | Phase Phase | G
vior L vorl
by o] Vo T 1 :
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Our New BFT Paradigm and Constructions

Step-by-Step Reduction

BFT for full blocks — MBA for compact hashes —> BA for one-bit values

Propose
Phase
|

by
| |
|

by
| |
| |

b,
>
| A |
add by
to MJj]

Perm. Agreement
Phase Phase
[ |
o1 vy
|
1| MBA-
"I sev Ko v
|

aggregate M[k] to B
input HashChain(B)

O(1) time,

Randomized

Input Distribute VBA
Phase Phase Phase
veort |
1
| |
VBA
| | |
| | |
I
. e >
| A | A |
fix vy if f+1 fix vy if n-f decide
matching input  matching dist corr. v,

Main-Vote
Phase

vorl

Pre-Vote
Phase

fix v if f+1 fix vif f+1

Good-Case-
Coin-Free

Coin

decide v

matching pre-vote matching main-vote if v=coin

o(n?) message, and fewer steps.
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Build BFT on Top of Multi-Valued BA

Goal : Reducing BFT for full blocks to MBA for compact hashes.

When we just use standard MBA protocols ...
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Build BFT on Top of Multi-Valued BA

Goal : Reducing BFT for full blocks to MBA for compact hashes.

When we just use standard MBA protocols ...

* Deciding a hash value from correct replica.

e
2
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Build BFT on Top of Multi-Valued BA

Goal : Reducing BFT for full blocks to MBA for compact hashes.

When we just use standard MBA protocols ...

* What if deciding a hash value from Byzantine replica ?
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Build BFT on Top of Multi-Valued BA

Goal : Reducing BFT for full blocks to MBA for compact hashes.

When we just use standard MBA protocols ...

* What if deciding a hash value from Byzantine replica ?

@5
v v @)
e
Va V2
8-

¢ Correct replicas cannot fetch the corresponding block !
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From Multi-Valued BA to MBA-SEV : A New Primitive

Goal : Reducing BFT for full blocks to MBA for compact hashes.

* Non-Intrusion : Ensuring decided hash value from at least one correct replica, who
has the corresponding block.
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From Multi-Valued BA to MBA-SEV : A New Primitive

Goal : Reducing BFT for full blocks to MBA for compact hashes.

MBA-SEV : Multi-Valued Byzantine Agreement with Strong External Validity
¢ Add 3 properties on top of MBA.
e External Validity : Validation, similar to multi-valued validated BA (MVBA).
* Unanimous Validity : Making progress if input the same hash.

* Non-Intrusion : Ensuring decided hash value from at least one correct replica, who
has the corresponding block.
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Batch Delivery : Prior Approach

* Each replicas proposes a block in each epoch.

e Each time O(n) blocks are included in ACS and delivered.
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Batch Delivery : A Different Approach

deliver by deliver by, *** , bog

_['_’ deliver by, by J? deliver by, by3
[ — i B i —
[ T R
Epoch, Epoch, Epoch, Epoch; Epoch,

* Deliver historical blocks proposed by the selected py together.
¢ Each time O(n) historical blocks are delivered.

¢ Input of MBA-SEV is still only one hash value !

Randomized vs. Deterministic? | Randomized Synchronous BFT in Expected Constant Time



Pipelined Version

Propose Phase

|
|
( multicast)é ( multicast)é ( multicast)é ( multicast)é :

|
( multicastjé ( multicast)é ( multicast)é ( multicast)é :

|
( multicast)é ( multicast )é ( multicast)é ( multicast)é :

* Decoupling propose phase from
agreement phase.

e ——— e —— —

* Improving performance !

Randomized vs. Determi Randomized hronous BFT in Expected Constant Time



Pipelined Version

Propose Phase

|
|
( multicast)é ( multicast)é ( multicast)é ( multicast)é :

|
( multicastjé ( multicast)é ( multicast)é ( multicast)é :

|
( multicast)é ( multicast )é ( multicast)é ( multicast)é :

* Decoupling propose phase from
agreement phase.

e ——— e —— —

* Improving performance !

e But much trickier to tune timer ...
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Implementation and Evaluation

¢ Evaluated on AWS mb.xlarge, up to 91 VMs, in the same region.
* Transaction size : 50 bytes.

e Timer A : Large enough. A block with 10,000 TXs can be timely received.

Network Size | f=1 f=10 | f=20 f=30 f=45
Timer A 100ms | 300ms | 800ms | 1,200ms | 2,000 ms
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Evaluation Results
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Conclusion

¢ Randomized sync BFT paradigm. Expected O(1) time. O(n) amortized message
per block proposal based on new primitive MBA-SEV.
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* Sync BFT : Sonic. Near-optimal latency of 2A under failure-free scenarios. Beating
prior solutions.
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Conclusion

¢ Randomized sync BFT paradigm. Expected O(1) time. O(n) amortized message
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Conclusion

¢ Randomized sync BFT paradigm. Expected O(1) time. O(n) amortized message
per block proposal based on new primitive MBA-SEV.

* Sync BFT : Sonic. Near-optimal latency of 2A under failure-free scenarios. Beating
prior solutions.

* Sync BA & MBA : Expected O(1) time, o(n?) message, and fewer steps than SOTA.

¢ Peak throughput of Sonic and P-Sonic is 2.24x-14.52x and 3.08x-24.25x that of
Sync HotStuff, respectively.

* Randomized synchronous BFT can be both practical and efficient !
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Thank you for listening !

Xufeng Zhang
xufengzhang.crypto@gmail.com

Beijing Institute of Technology
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